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Defending Our Country & Data 

As the defence of our country and the wider world becomes 
an ever-increasing critical requirement the need for 
accurate data is equally important. In fact, Big Data is 
invaluable to the defence sector and security services in 
providing accurate insight into possible defence breaches.

Once relying on individuals to be the eyes and ears on the 
ground to communicate gathered intelligence at the risk 
of experiencing ‘human error’, the use of technology now 
enables data to be captured via sensors, wireless 
transmission and drones to communicate vast amounts of 
valuable information, accurately. This data is not only 
keeping the armed forces and civilians safe it is assisting 
defence organisations to effectively utilise and deploy 
valuable resources.

The challenge with Big Data is the sheer amount that is 
captured and how this can be processed to be effectively 
used. By analysing, dissecting and understanding the data 
only then can any trends and patterns be identified that 
will assist in protecting against loss of life and improving 
security.



In a time of economic cutbacks, the defence sector needs 
to be able to achieve more with less. The more capturing 
of data via surveillance the faster information can be 
communicated to prepare others to prevent or react to a 
situation. Lessons can be learnt to avoid similar future 
situations, uncover potential threats and assist in 
developing future defence strategies.

Data is playing a significant role in reducing the number of 
successful terror attacks in the UK. As a result, terror is 
killing fewer people in the UK now than it was in the 1980s. 
According to the Global Terrorism Database, between 2000 
and 2017, 126 people were killed across the UK in terror 
related incidents. This compares to 1,094 deaths between 
1985 and 1999 and a staggering 2,2111 between 1970 and 
1984.

The use of new technology such as Artificial Intelligence 
(AI) is becoming increasingly important to the defence 
sector as they struggle to cope with the processing of 
large volumes of data and transform into useful insightful 
information. An insurmountable task for a human being to 
perform, but by using AI it can reduce the time taken to 
provide a quick analysis that could save potential lives.
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The safeguarding of our country and civilians is of 
course paramount, but equally so is the data and 
intelligence that is captured. As the defence sector 
adopts further data capturing technology, the 
requirement for increased security grows. Moving 
forward, defence strategies need to consider taking 
in account both the protection of our nation and our 
data.

Data and technology are playing a pivotal part in 
protecting our country by providing new innovative 
ways in which to share information, but how protected 
is it? With the threat of cyber-attacks, the safety of 
this data is paramount.

Subsequently, it is anticipated that there will be an 
increase in the sharing of cyber capabilities between 
government and commercial spaces according to SAP’s 
national security arm, NS2. Commerical threat 
intelligence functions will be adopted such as 
High-Performance Computing (HPC) and Machine 
Learning (ML) capabilities. These will be used to 
implement real-time behaviour and pattern analysis to 
identify potential individuals within a company that 
exhibit out of the ordinary tendencies regarding the use 
of corporate data.



AI and The British Army 

In 2018 the British army announced they would be a world leader in AI. 

The artificial intelligence technology called SAPIENT, can scan 
battlefields and identify hidden attackers by sending sensors to soldiers 
on the ground. The system reduces human error and allows soldiers to 
freely and safely move on the ground. The technology can scan streets 
for enemy movements, so troops can deploy quicker with more reliable 
information on attackers. 

Technology and equipment must meet the army’s needs. Implementing 
new technology to ensure the British army is always at the front of 
cutting edge technology. The British army faces an increasing challenge 
to maintain its competitive edge in a world of rapidly growing 
technology. To keep up with emerging technology and innovation the 
British army had to modernise. The Army will need autonomous and 
robotic systems from cutting edge companies. Some of these systems 
are used to keep soldiers out of the line of fire. 

Modern warfare is becoming heavily reliant on AI. Unlike conventional 
systems, AI can process a great deal more data which improves the 
decision making and accuracy of combat systems. Weapons of war and 
machinery now come embedded with AI which makes them more 
efficient and less dependent on human operation. AI is also implemented 
in military facilities to protect them against cyber-attacks. Security 
systems can now pre-empt attacks and develop countermeasures. 
The army also uses computer-generated environments to train their 
personnel. Software is used to create realistic conditions and improves 
combat training for virtual agents and human soldiers. Increasingly the 
military have been using drones and software which helps to identify 
borders, recognise potential threats, they are especially useful in 
remote areas. 



Quality Data in An Efficient Centre 
the Taxpayer Can Afford

An energy-efficient data centre was designed for the MOD which will 
reduce power consumption and greenhouse gas emissions while saving 
the UK taxpayer money.

The MOD wanted a new centre to improve administrative efficiency 
and manage an increasing digital workload. It had to adhere to the 
objectives of the Defence Sustainable Development Strategy, 
delivering operational excellence, resilience and security at a value 
for money price.

Workspace Technology Ltd worked closely with the Defence 
Information Infrastructure and Defence Infrastructure Organisation 
throughout the 12-month project from the pre-design phase through 
to the delivery and commissioning phases.

When compared to existing MOD data centre infrastructure the 
solution, devised by DII, DIO and Workspace Technology in 
partnership with the main contractor Integral, would reduce power 
consumption by more than 6.3 million kilowatts, and reduce CO2 

by 3,308 tonnes each year of its operation.

In comparison to existing legacy MOD data centres, this energy 
efficient centre is expected to reduce the energy bill by £630,000 
every year throughout the life time of the infrastructure. Allowing for 
energy inflation at the current rate this infrastructure is expected to 
save the UK Taxpayer around £10 million over the next ten years.

The Solution – Schneider IT APC lnfraStruXure

It became clear that the installation of APC’s modular range of 
lnfraStruXure technology would best support energy efficiency and 
the technical demands of the data centre.  APC lnfraStruXure 
flexible architecture is based on efficient and reliable components 
designed to deliver exceptional performance for data centre 
installations.



Workspace Technology Ltd delivered a complete turnkey solution, in compliance with Defence Standards and 
Joint Service Publications, which computer grade raised access floor and associated sub structures required to 
support military standard installation. Installation including energy efficient chillers combined with free 
cooling units, chilled water distribution pipework and associated mechanical services, and dynamic control 
systems enabling maximum freecooling.

All the technical build out, including rack enclosures, aisle enclosures, localised power and structured cabling 
was delivered with Workspace Technology’s own in-house expert data centre operatives.

Workspace Technology Ltd provided a full range of engineering support services to ensure the ongoing optimisa-
tion, energy efficient performance and resilience of the data centre infrastructure including planned preventa-
tive maintenance and 24-hours-a-day call out via a three-year contract.

Managing Director Roy Griffiths said: “This project consolidates our position as the UK’s leading APC Elite 
data centre partner. Our team have set an exceptionally high benchmark for quality and professionalism 
exceeding all industry expectations.

Workspace Technology is the elite partner of choice for a growing number of organisations who recognise our 
ability to provide qualified and dedicated solution engineers, on-going support, technical information and 
visibility to the new and fast-moving developments within the data centre infrastructure environment.”



IoT – Defence Sector 

The future of military combat is going high-tech, as scientists use 
Internet of Things for combat gear embedded with biometric wearables to 
help soldiers identify the enemy, perform better in battle, and access 
devices and weapons systems using speedy edge computing. The Internet 
of Things has strong military applications, connecting ships, planes, tanks, 
drones, soldiers, and operating bases in a cohesive network that increases 
situational awareness, risk assessment, and response time. 

IOT also benefits the MOD in many more ways than this. It makes the MOD 
more efficient transforming MOD locations into high tech capability 
facilities. This has helped MOD to improve the performance at base 
locations and in theatre. Due to the mission-critical nature of the MOD 
it will always need to have bespoke defence solutions and a managed 
infrastructure in place that ensures the high volume of IoT traffic it 
generates does not conflict with operational data traffic. 



UK Defence Infrastructure Organisation (DIO) Data Centre Project

Workspace Technology continues to support UK defence organisations with the provision of data centre design and build services with their latest 
deployment of a Diverse High Efficiency Next Generation Data Centre for the Defence Infrastructure Organisation (DIO). Following the successful 
design, build and commissioning of the DIO’s Phase 1 Data Centre in 2011, the approved specialist contractor, Workspace Technology, were appointed to 
design and build the Phase 2 expansion to the existing regional data centre facility. Workspace Technology designed and constructed the diverse modular 
data centre to allow for scalable expansion of the DIO’s critical infrastructure providing a robust future-proofed facility, in addition to design, build and 
commissioning services Workspace Technology provided a complete wrap around 24/7 maintenance and optimisation support contract.

The required level of security combined with rapid construction deployment were crucial to the success of the project. Workspace Technology selected a 
specialist ‘pre-engineered’ unique high security composite system delivering robust levels of security; protecting against attack, fire, water and 
temperature. This industry leading UK manufactured product ensured full compliance creating the ‘white space’ for the internal data centre fit out phase.



Workspace Technology installed Schneider Electric’s 
contemporary high efficiency chilled water based In-Row 
cooling technology. The latest generation In-Row cooling 
systems support high efficiency coils which deliver improved 
cooling duty at increased chiller water temperatures. 
Combined with aisle containment systems, the In-Row 
cooling technology delivers highly efficient cooling 
infrastructure.

Complete Installation Services

Workspace Technology delivered a wide range of services to 
support the data centre deployment. The project included full 
design and installation of electrical switchgear, expansion of 
existing Schneider Electric / APC UPS Systems, equipment 
racks, aisle containment and structured cabling. Workspace 
Technology also deployed a new 400kVA generator set with 
custom built switchgear. All installations were completed in 
line with current MOD JSP standards.

Andy Orton, Sales Director for Workspace Technology, 
commented “Workspace Technology has and will continue to 
pro-actively employ ex British military personnel. This skill 
set uniquely positions Workspace Technology with an 
understanding of the defence sector data centre and I.T 
Infrastructure requirements differentiating us from our 
competitors. This project raises the bar and ensures 
Workspace Technology continues with our expansion plans 
into the UK defence sector”



Edge computing – defence sector

Edge computing is needed by the military for its split 
second timing capabilities. The huge amount of data 
that needs to be processed can quickly overload a 
system. All MOD organisations need a solid data 
infrastructure, or mobile data centres, that are 
equipped with intelligent data filters, edge devices 
and network infrastructure to increase maximum 
bandwidth. 
 
Edge computing enables faster analysis of data in a 
more timely and relevant way. Edge computing is 
defined by bringing compute capabilities to where a 
field mission may be happening, this includes romote 
locations, from Antartica to war zones. 

The armed forces are using edge computing since so 
many of their users are deployed away from home 
bases and data centres. The armed forces need to have 
low-latency data processing and communications, 
meaning that it takes a short time for them to get a 
response from the network. Edge computing enables 
that.



Our range of expertise enables us to offer our 
unrivalled Pentagon 360 service providing 
Consultancy, Design, Build, Maintenance & 
Support completely 100% in-house across the UK. 

Quality is key to our success therefore we only utilise 
innovative and proven technology from reputable 
manufacturing partners to ensure that our data centres run 
as efficiently as possible, helping to achieve your 
sustainability targets by reducing your carbon footprint.

Our professional team of engineers are committed to service 
excellence and our Maintenance & Support Services deliver a 
comprehensive range of expert 24/7 planned preventative 
maintenance & emergency callout, remote monitoring, 
optimisation and facilities management services. 

At Workspace Technology, our vision is clear; ‘to be your 
trusted partner for the delivery of mission critical 
infastructure through the expert design of contemporary 
data centre solutions’. 

Simply contact us today to find out more about our data
centre services and see how we can support you with your 
mission critical infastructure and put you ahead of the game. 

Workspace Technology Limited 
Unit 10, Reddicap Trading Estate,
Sutton Coldfield 
West Midlands, B75 7BU

Tel: 0121 354 4894 
Email: sales@workspace-technology.com
www.workspace-technology.com 


