RISKS ASSOCIATED
WITH THE FAILURE
TO IMPLEMENT A
MAINTENANCE
CONTRACT
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To minimise the risk of failure within a data centre it is important to
implement prevention methods via a carefully considered maintenance
strategy. According to a White Paper, prepared by EUDCA Technical
committee, properly maintained equipment can lower corrective
maintenance costs by up to 90%, or more as well as extending the life
span. By implementing a data centre maintenance schedule, it
subsequently results in a significant reduction in unplanned expenses
whilst reducing the total cost of ownership.

BENEFITS, IMPACT,
RISKS......

BENEFITS OF IMPLEMENTING REGULAR MAINTENANCE
FOR CRITICAL INFRASTRUCTURE

Guaranteed onsite
response times by
qualified engineers in
emergency situations.

A reduced risk of
unplanned equipment
failure.

Provides
improvements in
operational
efficiencies and helps
optimise data centre
energy performance.

Helps maximise your
company's assets.

Fulfils contractual or
regulatory service
level objectives and
obligations.

WORKSPACE TECHNOLOGY PROVIDES
MAINTENANCE AND SUPPORT CONTRACTS
DELIVERING FIRST CLASS SERVICE
THROUGH THE USE OF COMPETENT AND
EXPERIENCED DATA CENTRE ENGINEERS.

The failure to implement an effective
maintenance contract within a mission critical
environment will lead to the degradation of
performance, result in a reduction in the
working life of equipment and ultimately result
in mission critical service interruption and an
extended time to repair.
What are the potential consequences?
Failure to undertake regular
inspection, testing, cleaning
and lubrication of key cooling
components may lead to a
range of issues including:
- Undetected faults leading to
partial, or complete failure of
cooling units.

COOLING

- Over temperature events
leading to damage to I.T
equipment.

Failure to undertake regular
servicing and replacement of
filter systems will lead to:

- A reduction in the working
life of the sub system
components and the cooling
system.

- Blockage of filters resulting
in increased power
consumption.

- Invalidation of cooling
equipment warranty
increasing cost of repair.

- Increased contamination of
active I.T equipment within
the data centre. This will
degrade and reduce life of I.T
equipment.
- False activation of fire
suppression systems,
resulting in costly gas
replenishment.

If regular optimisation is not
undertaken system
performance will 'drift' leading
to:

- Increased energy
consumption due to lack of
optimisation.
- Reduced system availability
impacting on service
availability.
Where evaporative free air cooling
systems are installed, the failure to
regularly inspect and maintain will
result in the invalidation of the ACOP 18
installation certification. If issues such
as stagnant water, increased water
operating temperature, corrosion and
scaling and the production of aerosols
(spray) go unnoticed the Health &
Safety of building users will be put at
risk.
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FIRE SUPPRESSION & ELECTRICAL
INSTRUCTURE

Undetected failures within the
fire suppression mechanical
systems may lead to:
- False activation of gas due
to mechanical failure.
- Insufficient gas due to
undetected leaks or drop in
cylinder pressure.

Fire Suppression
If the fire suppression
detection system remains
uninspected this may result
in:
- Unknown failures of
preventing fire detection
or resulting in false alarms.

The failure to undertake
annual room integrity testing
may result in:
- Undetected room leakage
rendering the fire
suppression system
useless if called upon.
- Failure to comply with
insurance obligations
invalidating the policy.

Electrical
Infrastructure
The failure to undertake
regular inspections of
electrical infrastructure may
lead to potential issues
going unnoticed which
include, but are not limited
to:

- False alarms may result in
false release of gas
resulting in costly gas
replenishment.

- Loose electrical
connections leading to
arcing causing breakers to
trip or worse these could
result in fire.

- Failure to undertake
servicing and inspection inline with BS standards may
results in the invalidation
of insurance policies in the
event of a fire.

- Breaker trips on dual path
circuits going unnoticed,
reducing or in many cases
rendering resilient design
paths and or features
unusable.
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UPS & GENERATORS

- Unbalanced UPS loads
going unnoticed reducing
UPS resilience levels.
- Arcing causing breakers to
trip or worse these could
result in fire.
- A reduction in the working
life of sub system
components and UPS
system.
- Invalidation of UPS warranty
increasing repair costs.

Generators
UPS Systems
If battery systems remain
uninspected, if any fault
occurs and remains
undetected it will either lead
to:
- A reduction of battery
autonomy increasing risk
to I.T services.
- Or where a battery goes
'open circuit' a complete
failure of the battery system
resulting in the instant loss
of power to critical I.T
services under a utility
power failure scenario.
Failure to undertake regular
inspection, testing and
cleaning of key UPS
components may lead to a
range of issues including:
- Undetected faults leading to
partial or complete failure of
UPS units.

The failure to undertake
regular inspection, testing,
cleaning and lubrication of
key generator components
will lead to:
- Complete failure of genset.
- A reduction in working life.
- Invalidation of installation
warranty.

If generator battery systems
remain uninspected it could
lead to:
- The inability to turn the
starter motor sufficiently to
fire the engine.
- Eventual loss of power to
critical I.T services.
- Where cooling is not
generator backed, thermal
runaway may result in
damage to servers if these
are not shutdown in a timely
fashion.

Fuel System
Failure to inspect fuel
systems may lead to:
- Start failure due to fuel
quality issues or empty/low
fuel conditions.
- Start failure due to
blockage, pump or other
fuel system related failures.
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It's not just the physical assets that need to be maintained but also
the Management & Monitoring Systems. Failure to inspect and
review these may lead to;
Faults and critical alarms going unnoticed due to communications
issues.
Failure to maintain current software revision levels which could lead
to management and functionality issues.
Ongoing nuisance alarms due to the lack of calibration or
modifications to set points.
From a compliance view, failing to undertake regular
servicing/inspections of your mission critical equipment may lead
to;
Failure to fulfil your legal or contractual obligations.
Failure to fulfil your Service Level Agreement obligations to
customers and internal departments.
Invalidation of insurance policies.
A breach in Health & Safety legislation whilst endangering staff and
visitors to the facility.

The failure to implement a regular planned maintenance and
emergency callout regime within a mission critical facility will
significantly increase the risk of an unplanned power failure
to critical I.T equipment.
Depending on the services performed by your organisation a
catastrophic I.T failure is likely to result in significant
interruption to normal operations.
Restoration of services may take hours or even days and
will lead to questions over who within your organisation is
responsible for allowing this situation to occur!

IS IT TIME TO TAKE
ACTION?.....

Interested in finding out more?
Our friendly team are on hand to take your call on 0121 354 4894 or
send us an email at sales@workspace-technology.com

Workspace Technology Limited
Unit 10, Reddicap Trading Estate
Sutton Coldfield, West Midlands B75 7BU

